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An accessible introduction to cyber security concepts and practices

Cybersecurity Essentials provides a comprehensive introduction to the field, with
expert coverage of essential topics required for entry-level cybersecurity
certifications. An effective defense consists of four distinct challenges: securing
the infrastructure, securing devices, securing local networks, and securing the
perimeter. Overcoming these challenges requires a detailed understanding of the
concepts and practices within each realm. This book covers each challenge
individually for greater depth of information, with real-world scenarios that show
what vulnerabilities look like in everyday computing scenarios. Each part
concludes with a summary of key concepts, review questions, and hands-on
exercises, allowing you to test your understanding while exercising your new
critical skills.

Cybersecurity jobs range from basic configuration to advanced systems analysis
and defense assessment. This book provides the foundational information you
need to understand the basics of the field, identify your place within it, and start
down the security certification path.

- Learn security and surveillance fundamentals

- Secure and protect remote access and devices

- Understand network topologies, protocols, and strategies
- Identify threats and mount an effective defense

Cybersecurity Essentials gives you the building blocks for an entry level security
certification and provides afoundation of cybersecurity knowledge
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Editorial Review
About the Author

Charles J. Brooksis co-owner and vice president of Educational Technologies Group Inc., aswell as co-
owner of el TPrep LLP, an online training company. A former electronics instructor and technical writer with
the National Education Corporation, Charles taught and wrote on post-secondary fields including
introductory electronics, transistor theory, linear integrated circuits, basic digital theory, and industrial
electronics. Charles has authored several books, including seven editions of A+ Certification Training Guide
and many other topics.

Philip Craig isthe founder of BlackByte Cyber Security, LLC, a consultancy supporting the Pacific
Northwest National Laboratory (PNNL) research and national security agendas as well as the National Rural
Electric Cooperative Association and National Rural Telecommunications Cooperative. For many years, Phil
served as a Sr. Cyber Security Research Scientist at PNNL, where he provided engineering and program
management support in the fields of cyber security, supervisory control and data acquisition (SCADA)
technol ogies, computing and communications infrastructure. This included development of complex system
and policy solutionsin avariety of critical infrastructures including the nuclear power, electric power, and
water sectors. Developed and deployed both strategic and tactical cyber security defensive solutions for the
electric power and nuclear sectors.

Donald Short isthe President of One World Telecommunications, Inc., an Internet Service Provider in
Kennewick. Don has been has been both a pharmacist and computer scientist for over 35 yearsworking in
many programming languages on a variety of network architectures and has developed large and complex
online content and learning management systems.

Users Review
From reader reviews:
Robert Hatch:

The ability that you get from Cybersecurity Essentialsis the more deep you looking the information that hide
into the words the more you get interested in reading it. It does not mean that this book is hard to be aware of
but Cybersecurity Essentials giving you enjoyment feeling of reading. The copy writer conveystheir point in
certain way that can be understood by anyone who read the item because the author of this reserve is well-
known enough. This kind of book also makes your own vocabulary increase well. That makes it easy to
understand then can go along, both in printed or e-book style are available. We recommend you for having
that Cybersecurity Essentials instantly.

Scott Tucker:

This Cybersecurity Essentials are generally reliable for you who want to be a successful person, why. The
key reason why of this Cybersecurity Essentials can be among the great books you must have will be giving



you more than just simple looking at food but feed you actually with information that maybe will shock your
earlier knowledge. This book is actually handy, you can bring it everywhere and whenever your conditions
both in e-book and printed types. Beside that this Cybersecurity Essentials forcing you to have an enormous
of experience including rich vocabulary, giving you demo of critical thinking that could it useful in your day
action. So, let'shave it and enjoy reading.

Michedlle Garrett:

Spent afree the perfect time to be fun activity to try and do! A lot of people spent their down time with their
family, or their particular friends. Usually they performing activity like watching television, planning to
beach, or picnic inside the park. They actually doing same every week. Do you feel it? Do you wish to
something different to fill your own free time/ holiday? Could possibly be reading a book may be option to
fill your free time/ holiday. The first thing that you will ask may be what kinds of publication that you should
read. If you want to attempt look for book, may be the book untitled Cybersecurity Essentials can be
excellent book to read. May beit could be best activity to you.

Wanda Holmes:

Do you have something that you enjoy such as book? The book lovers usually prefer to decide on book like
comic, limited story and the biggest the first is novel. Now, why not attempting Cybersecurity Essentials that
give your fun preference will be satisfied by reading this book. Reading routine al over the world can be
said as the opportinity for people to know world much better then how they react to the world. It can't be
explained constantly that reading practice only for the geeky person but for all of you who wantsto be
success person. So , for every you who want to start studying as your good habit, it is possible to pick
Cybersecurity Essentials become your current starter.
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