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Secure and Resilient Software: Requirements, Test Cases, and Testing
Methods provides a comprehensive set of requirements for secure and resilient
software development and operation. It supplies documented test cases for those
requirements as well as best practices for testing nonfunctional requirements for
improved information assurance. This resource-rich book includes:

Pre-developed nonfunctional requirements that can be reused for any software●

development project
Documented test cases that go along with the requirements and can be used to●

develop a Test Plan for the software
Testing methods that can be applied to the test cases provided●

A CD with all security requirements and test cases as well as MS Word●

versions of the checklists, requirements, and test cases covered in the book

Offering ground-level, already-developed software nonfunctional requirements
and corresponding test cases and methods, this book will help to ensure that your
software meets its nonfunctional requirements for security and resilience. The
accompanying CD filled with helpful checklists and reusable documentation
provides you with the tools needed to integrate security into the requirements
analysis, design, and testing phases of your software development lifecycle.

Some Praise for the Book:

This book pulls together the state of the art in thinking about this important issue
in a holistic way with several examples. It takes you through the entire lifecycle
from conception to implementation ... .
?Doug Cavit, Chief Security Strategist, Microsoft Corporation

...provides the reader with the tools necessary to jump-start and mature security
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within the software development lifecycle (SDLC).
?Jeff Weekes, Sr. Security Architect at Terra Verde Services

... full of useful insights and practical advice from two authors who have lived
this process. What you get is a tactical application security roadmap that cuts
through the noise and is immediately applicable to your projects.
?Jeff Williams, Aspect Security CEO and Volunteer Chair of the OWASP
Foundation
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Secure and Resilient Software: Requirements, Test Cases, and Testing Methods provides a
comprehensive set of requirements for secure and resilient software development and operation. It supplies
documented test cases for those requirements as well as best practices for testing nonfunctional requirements
for improved information assurance. This resource-rich book includes:

Pre-developed nonfunctional requirements that can be reused for any software development project●

Documented test cases that go along with the requirements and can be used to develop a Test Plan for the●

software
Testing methods that can be applied to the test cases provided●

A CD with all security requirements and test cases as well as MS Word versions of the checklists,●

requirements, and test cases covered in the book

Offering ground-level, already-developed software nonfunctional requirements and corresponding test cases
and methods, this book will help to ensure that your software meets its nonfunctional requirements for
security and resilience. The accompanying CD filled with helpful checklists and reusable documentation
provides you with the tools needed to integrate security into the requirements analysis, design, and testing
phases of your software development lifecycle.

Some Praise for the Book:

This book pulls together the state of the art in thinking about this important issue in a holistic way with
several examples. It takes you through the entire lifecycle from conception to implementation ... .
?Doug Cavit, Chief Security Strategist, Microsoft Corporation

...provides the reader with the tools necessary to jump-start and mature security within the software
development lifecycle (SDLC).
?Jeff Weekes, Sr. Security Architect at Terra Verde Services

... full of useful insights and practical advice from two authors who have lived this process. What you get is a
tactical application security roadmap that cuts through the noise and is immediately applicable to your
projects.
?Jeff Williams, Aspect Security CEO and Volunteer Chair of the OWASP Foundation
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Editorial Review

Review

Developing more secure and resilient software has to be an integral part of the design and the
implementation of an application and not an afterthought. The key to better security and resiliency comes
down to education, continuous improvement and accountability. This book pulls together the state of the art
in thinking about this important issue in a holistic way with several examples. It takes you through the entire
lifecycle from conception to implementation and highlights where methodologies like the Microsoft Security
Development Lifecycle can play a significant role in improving the security and reliability of your software.
?Doug Cavit, Chief Security Strategist, Microsoft Corporation

Demonstrating thorough understanding of the problems facing development organizations today, Secure
and Resilient Software provides the reader with the tools necessary to jump-start and mature security
within the software development lifecycle (SDLC). The authors bridge the gap between theory and practical
application by providing valuable processes, checklists, frameworks, and examples. The material presented
fills a gap that was desperately needed and is a must read for anyone participating in requirements
gathering, quality assurance, development, and/or application security testing processes.
?Jeff Weekes, Sr. Security Architect at Terra Verde Services

It’s hard to imagine a more difficult and less well understood challenge than developing secure and resilient
software. This book is full of useful insights and practical advice from two authors who have lived this
process. What you get is a tactical application security roadmap that cuts through the noise and is
immediately applicable to your projects. What’s really unique is the way that the book links together
different standards to illuminate security across the entire software development process. You’ll learn how
security evolves from threats to security requirements, through security services like OWASP ESAPI, into
security architecture, and then into security testing and analysis leveraging OWASP ASVS. Highly
recommended for anyone who cares about the future of the world’s software.
?Jeff Williams, Aspect Security CEO and Volunteer Chair of the OWASP Foundation

About the Author

Mark S. Merkow, CISSP, CISM, CSSLP works at PayPal Inc. (an eBay company) in Scottsdale, Arizona,
as Manager of Information Security Policies, Standards, Training, and Awareness in the Information Risk
Management area. Mark has more than 35 years of experience in information technology in a variety of
roles, including applications development, systems analysis and design, security engineering, and security
management. Mark holds a masters degree in decision and info systems from Arizona State University
(ASU), a masters of education in distance learning from ASU, and an undergraduate degree in computer info
systems from ASU. In addition to his day job, Mark engages in a number of other extracurricular activities,
including consulting, course development, online course delivery, and writing columns and books on
information technology and information security.

Mark has authored or coauthored ten books on IT and is a contributing editor on four others. Mark remains
very active within the information security community, working in a variety of roles for the Financial
Services Information Sharing and Analysis Center (FS-ISAC), the Financial Services Technology



Consortium (FSTC), and the Financial Services Sector Coordinating Council (FSCCC) on Homeland
Security and Critical Infrastructure Protection.

He is the chairman of the Education Committee for the FS-ISAC and is a founding member of the Research
and Development Committee of the FSSCC.

Lakshmikanth Raghavan, CISM, CRISC (Laksh) works at PayPal Inc. (an eBay company) as Staff
Information Security Engineer in the Information Risk Management area, specializing in application
security. Laksh has more than ten years of experience in the areas of information security and information
risk management, and has provided consulting services to Fortune 500 companies and financial services
companies around the world. Laksh holds a bachelor’s degree in electronics and telecommunication
engineering from the University of Madras, India. He enjoys writing security-related articles and has spoken
on the various dimensions of software security at industry forums and security conferences. This is Laksh’s
second book.

Users Review

From reader reviews:

Ila Robinette:

Now a day folks who Living in the era just where everything reachable by connect to the internet and the
resources inside can be true or not require people to be aware of each facts they get. How people have to be
smart in acquiring any information nowadays? Of course the reply is reading a book. Reading a book can
help men and women out of this uncertainty Information mainly this Secure and Resilient Software:
Requirements, Test Cases, and Testing Methods book because book offers you rich details and knowledge.
Of course the data in this book hundred percent guarantees there is no doubt in it you may already know.

Catherine Branch:

The experience that you get from Secure and Resilient Software: Requirements, Test Cases, and Testing
Methods is the more deep you rooting the information that hide within the words the more you get thinking
about reading it. It doesn't mean that this book is hard to understand but Secure and Resilient Software:
Requirements, Test Cases, and Testing Methods giving you enjoyment feeling of reading. The author
conveys their point in specific way that can be understood by means of anyone who read that because the
author of this guide is well-known enough. This specific book also makes your personal vocabulary increase
well. So it is easy to understand then can go along with you, both in printed or e-book style are available. We
advise you for having this kind of Secure and Resilient Software: Requirements, Test Cases, and Testing
Methods instantly.

Judith Craig:

As a university student exactly feel bored to help reading. If their teacher expected them to go to the library
as well as to make summary for some e-book, they are complained. Just tiny students that has reading's heart
or real their interest. They just do what the trainer want, like asked to go to the library. They go to right now
there but nothing reading seriously. Any students feel that studying is not important, boring along with can't



see colorful photos on there. Yeah, it is to be complicated. Book is very important in your case. As we know
that on this period of time, many ways to get whatever we would like. Likewise word says, many ways to
reach Chinese's country. Therefore this Secure and Resilient Software: Requirements, Test Cases, and
Testing Methods can make you experience more interested to read.

Elizabeth Blake:

Publication is one of source of information. We can add our information from it. Not only for students but
native or citizen want book to know the upgrade information of year to year. As we know those publications
have many advantages. Beside many of us add our knowledge, could also bring us to around the world.
Through the book Secure and Resilient Software: Requirements, Test Cases, and Testing Methods we can
have more advantage. Don't that you be creative people? Being creative person must want to read a book.
Just choose the best book that ideal with your aim. Don't become doubt to change your life at this time book
Secure and Resilient Software: Requirements, Test Cases, and Testing Methods. You can more inviting than
now.
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