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Authoritative Answersto All Your Linux Security Questions—Specifically
for Linux Administrators

Thisisthe most complete, most advanced guide to Linux security you'll find
anywhere. Written by a Linux security expert with over a decade of experience,
Linux Security teaches you, step-by-step, all the standard and advanced
techniques you need to know to keep your Linux environment safe from threats
of al kinds. Hundreds of clear, consistent examplesillustrate these techniquesin
detail tso you stay on track and accomplish all your goals. Coverage includes:

- Understanding information and system security procedures

- Developing a corporate security policy

- Designing and deploying an effective system and network monitoring strategy
- Managing the network services offered by Linux servers

- Understanding Sendmail security, including authentication and privacy

- Providing application-level mail security using PGP

- Designing and deploying an Apache HTTP server, including SSL extensions
- Securing your Samba server

- Building a network layer firewall using IPtables and Linux kernel v.2.4

- Using the NEC SOCK S5 transport layer firewall

- Deploying the TIS firewall toolkit

- Offering secure remote connectivity with |Psec and PPTP VPNs

- Adding strong user authentication to Linux servers using Kerberos

- Understanding the Linux Pluggable Authentication Modules (PAM)
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Thisisthe most complete, most advanced guide to Linux security you'll find anywhere. Written by a Linux
security expert with over a decade of experience, Linux Security teaches you, step-by-step, all the standard
and advanced techniques you need to know to keep your Linux environment safe from threats of all kinds.
Hundreds of clear, consistent examples illustrate these techniques in detail tso you stay on track and
accomplish all your goals. Coverage includes:

- Understanding information and system security procedures

- Developing a corporate security policy

- Designing and deploying an effective system and network monitoring strategy
- Managing the network services offered by Linux servers

- Understanding Sendmail security, including authentication and privacy

- Providing application-level mail security using PGP

- Designing and deploying an Apache HTTP server, including SSL extensions
- Securing your Samba server
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Editorial Review

From the Back Cover
Authoritative Answersto All Your Linux Security Questions—Specifically for Linux Administrators

Thisisthe most complete, most advanced guide to Linux security you'll find anywhere. Written by a Linux
security expert with over a decade of experience, Linux Security teaches you, step-by-step, al the standard
and advanced techniques you need to know to keep your Linux environment safe from threats of all kinds.
Hundreds of clear, consistent examples illustrate these techniques in detail -- so you stay on track and
accomplish all your goals. Coverage includes:

- Understanding information and system security procedures

- Developing a corporate security policy

- Designing and deploying an effective system and network monitoring strategy
- Managing the network services offered by Linux servers

- Understanding Sendmail security, including authentication and privacy

- Providing application-level mail security using PGP

- Designing and deploying an Apache HTTP server, including SSL extensions
- Securing your Samba server

- Building a network layer firewall using IPtables and Linux kernel v.2.4

- Using the NEC SOCK S5 transport layer firewall

- Deploying the TIS firewall toolkit

- Offering secure remote connectivity with IPsec and PPTP VPNs

- Adding strong user authentication to Linux servers using Kerberos

- Understanding the Linux Pluggable Authentication Modules (PAM)

About the Author

Ramon J. Hontafon has worked for more than a decade in the UNIX, TCP/IP internetworking, and
information security fields, serving as UNIX application developer, UNIX systems administrator,
information security consultant, and most recently senior manager of security product engineering at
UUNET Technologies. He has extensive experience conducting security audits for government agencies and
financial ingtitutions and designing UNIX-based security solutions aimed at both internal and customer
security.

Users Review
From reader reviews:
Michael Trumbo:

Book isto be different for every grade. Book for children right up until adult are different content. Asyou
may know that book is very important for us. The book Linux Security: Craig Hunt Linux Library ended up
being making you to know about other knowledge and of course you can take more information. It doesn't
matter what advantages for you. The e-book Linux Security: Craig Hunt Linux Library is not only giving
you alot more new information but also to become your friend when you experience bored. Y ou can spend
your spend time to read your guide. Try to make relationship using the book Linux Security: Craig Hunt
Linux Library. You never experience lose out for everything if you read some books.



Aubrey Smith:

The guide untitled Linux Security: Craig Hunt Linux Library is the guide that recommended to you to study.
Y ou can see the quality of the guide content that will be shown to anyone. The language that publisher use to
explained their ideas are easily to understand. The copy writer was did alot of study when write the book,
hence the information that they share to your account is absolutely accurate. Y ou also could possibly get the
e-book of Linux Security: Craig Hunt Linux Library from the publisher to make you considerably more
enjoy freetime.

Joseph Lewis:

This Linux Security: Craig Hunt Linux Library is great e-book for you because the content which can be full
of information for you who have always deal with world and also have to make decision every minute. This
specific book reveal it data accurately using great coordinate word or we can declare no rambling sentences
insideit. So if you areread it hurriedly you can have whole datain it. Doesn't mean it only will give you
straight forward sentences but hard core information with lovely delivering sentences. Having Linux
Security: Craig Hunt Linux Library in your hand like having the world in your arm, information in it is not
ridiculous one particular. We can say that no guide that offer you world throughout ten or fifteen second
right but this book already do that. So, it is good reading book. Hey there Mr. and Mrs. busy do you still
doubt this?

Charles Wagoner:

The book untitled Linux Security: Craig Hunt Linux Library contain alot of information on it. The writer
explains her idea with easy means. The language is very straightforward al the people, so do not necessarily
worry, you can easy to read that. The book was written by famous author. The author will bring you in the
new era of literary works. It is possible to read this book because you can please read on your smart phone,
or gadget, so you can read the book inside anywhere and anytime. In a situation you wish to purchase the e-
book, you can open up their official web-site aswell as order it. Have a nice go through.
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