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Although the use of data mining for security and malware detection is quickly on
the rise, most books on the subject provide high-level theoretical discussions to
the near exclusion of the practical aspects. Breaking the mold, Data Mining
Tools for Malware Detection provides a step-by-step breakdown of how to
develop data mining tools for malware detection. Integrating theory with
practical techniques and experimental results, it focuses on malware detection
applications for email worms, malicious code, remote exploits, and botnets.

The authors describe the systems they have designed and developed: email worm
detection using data mining, a scalable multi-level feature extraction technique to
detect malicious executables, detecting remote exploits using data mining, and
flow-based identification of botnet traffic by mining multiple log files. For each
of these tools, they detail the system architecture, algorithms, performance
results, and limitations.

Discusses data mining for emerging applications, including adaptable malware●

detection, insider threat detection, firewall policy analysis, and real-time data
mining
Includes four appendices that provide a firm foundation in data management,●

secure systems, and the semantic web
Describes the authors’ tools for stream data mining●

From algorithms to experimental results, this is one of the few books that will be
equally valuable to those in industry, government, and academia. It will help
technologists decide which tools to select for specific applications, managers will
learn how to determine whether or not to proceed with a data mining project, and
developers will find innovative alternative designs for a range of applications.
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Although the use of data mining for security and malware detection is quickly on the rise, most books on the
subject provide high-level theoretical discussions to the near exclusion of the practical aspects. Breaking the
mold, Data Mining Tools for Malware Detection provides a step-by-step breakdown of how to develop
data mining tools for malware detection. Integrating theory with practical techniques and experimental
results, it focuses on malware detection applications for email worms, malicious code, remote exploits, and
botnets.

The authors describe the systems they have designed and developed: email worm detection using data
mining, a scalable multi-level feature extraction technique to detect malicious executables, detecting remote
exploits using data mining, and flow-based identification of botnet traffic by mining multiple log files. For
each of these tools, they detail the system architecture, algorithms, performance results, and limitations.

Discusses data mining for emerging applications, including adaptable malware detection, insider threat●

detection, firewall policy analysis, and real-time data mining
Includes four appendices that provide a firm foundation in data management, secure systems, and the●

semantic web
Describes the authors’ tools for stream data mining●

From algorithms to experimental results, this is one of the few books that will be equally valuable to those in
industry, government, and academia. It will help technologists decide which tools to select for specific
applications, managers will learn how to determine whether or not to proceed with a data mining project, and
developers will find innovative alternative designs for a range of applications.
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Editorial Review

About the Author

Mehedy Masud is a postdoctoral fellow at the University of Texas at Dallas (UTD), where he earned his
PhD in computer science in December 2009. He has published in premier journals and conferences,
including IEEE Transactions on Knowledge and Data Engineering and the IEEE Data Mining Conference.
He will be appointed as a research assistant professor at UTD in Fall 2012. Masud’s research projects
include reactively adaptive malware, data mining for detecting malicious executables, botnet, and remote
exploits, and cloud data mining. He has a patent pending on stream mining for novel class detection.

Latifur Khan is an associate professor in the computer science department at the University of Texas at
Dallas, where he has been teaching and conducting research since September 2000. He received his PhD and
MS degrees in computer science from the University of Southern California in August 2000 and December
1996, respectively. Khan is (or has been) supported by grants from NASA, the National Science Foundation
(NSF), Air Force Office of Scientific Research (AFOSR), Raytheon, NGA, IARPA, Tektronix, Nokia
Research Center, Alcatel, and the SUN academic equipment grant program. In addition, Khan is the director
of the state-of-the-art DML@UTD, UTD Data Mining/Database Laboratory, which is the primary center of
research related to data mining, semantic web, and image/videoannotation at the University of Texas at
Dallas. Khan has published more than 100 papers, including articles in several IEEE Transactions journals,
the Journal of Web Semantics, and the VLDB Journal and conference proceedings such as IEEE ICDM and
PKDD. He is a senior member of IEEE.

Bhavani Thuraisingham joined the University of Texas at Dallas (UTD) in October 2004 as a professor of
computer science and director of the Cyber Security Research Center in the Erik Jonsson School of
Engineering and Computer Science and is currently the Louis Beecherl Jr. Distinguished Professor. She is an
elected Fellow of three professional organizations: the IEEE (Institute for Electrical and Electronics
Engineers), the AAAS (American Association for the Advancement of Science), and the BCS (British
Computer Society) for her work in data security. She received the IEEE Computer Society’s prestigious
1997 Technical Achievement Award for "outstanding and innovative contributions to secure data
management." Prior to joining UTD, Thuraisingham worked for the MITRE Corporation for 16 years, which
included an IPA (Intergovernmental Personnel Act) at the National Science Foundation as Program Director
for Data and Applications Security. Her work in information security and information management has
resulted in more than 100 journal articles, more than 200 refereed conference papers, more than 90 keynote
addresses, and 3 U.S. patents. She is the author of ten books in data management, data mining, and data
security.

Users Review

From reader reviews:

Fred Green:

This book untitled Data Mining Tools for Malware Detection to be one of several books this best seller in
this year, honestly, that is because when you read this book you can get a lot of benefit onto it. You will



easily to buy that book in the book retail outlet or you can order it via online. The publisher on this book sells
the e-book too. It makes you easier to read this book, since you can read this book in your Cell phone. So
there is no reason to you to past this guide from your list.

Demarcus Bechtel:

Reading a e-book tends to be new life style on this era globalization. With examining you can get a lot of
information that can give you benefit in your life. Having book everyone in this world can easily share their
idea. Guides can also inspire a lot of people. A great deal of author can inspire their own reader with their
story or maybe their experience. Not only the storyplot that share in the publications. But also they write
about the ability about something that you need illustration. How to get the good score toefl, or how to teach
your kids, there are many kinds of book that you can get now. The authors these days always try to improve
their proficiency in writing, they also doing some study before they write for their book. One of them is this
Data Mining Tools for Malware Detection.

Terrence Kimball:

The reason? Because this Data Mining Tools for Malware Detection is an unordinary book that the inside of
the e-book waiting for you to snap the idea but latter it will jolt you with the secret the item inside. Reading
this book beside it was fantastic author who all write the book in such wonderful way makes the content on
the inside easier to understand, entertaining method but still convey the meaning thoroughly. So , it is good
for you for not hesitating having this any more or you going to regret it. This amazing book will give you a
lot of gains than the other book possess such as help improving your ability and your critical thinking
approach. So , still want to delay having that book? If I had been you I will go to the e-book store hurriedly.

Jason Young:

Beside this specific Data Mining Tools for Malware Detection in your phone, it may give you a way to get
nearer to the new knowledge or info. The information and the knowledge you may got here is fresh from
oven so don't possibly be worry if you feel like an previous people live in narrow village. It is good thing to
have Data Mining Tools for Malware Detection because this book offers for you readable information. Do
you sometimes have book but you do not get what it's facts concerning. Oh come on, that wil happen if you
have this inside your hand. The Enjoyable blend here cannot be questionable, like treasuring beautiful island.
Use you still want to miss this? Find this book and also read it from today!
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