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By 2020, the Internet of Things (IoT) will consist of millions of computational
devices intimately connected to real-world aspects of human life. In this
insightful book, Professor Sean Smith, who worked in information security long
before the web appeared, explains that if we build the IoT the way we built the
current internet and other information technology initiatives, we’re headed for
trouble.

With a focus on concrete solutions, The Internet of Risky Things explains how we
can avoid simple flaws that have plagued several dramatic IT advances in recent
decades. Developers, engineers, industrial designers, makers, and researchers
will explore "design patterns of insecurities" and learn what’s required to route
around or fix them in the nascent IoT.

Examine bugs that plague large-scale systems, including integer overflow, race●

conditions, and memory corruption
Look at successful and disastrous examples of previous quantum leaps in health●

IT, the smart grid, and autonomous vehicles
Explore patterns in coding, authentication, and cryptography that led to●

insecurity
Learn how blunders that led to spectacular IT disasters could have been●

avoided
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By 2020, the Internet of Things (IoT) will consist of millions of computational devices intimately connected
to real-world aspects of human life. In this insightful book, Professor Sean Smith, who worked in
information security long before the web appeared, explains that if we build the IoT the way we built the
current internet and other information technology initiatives, we’re headed for trouble.

With a focus on concrete solutions, The Internet of Risky Things explains how we can avoid simple flaws
that have plagued several dramatic IT advances in recent decades. Developers, engineers, industrial
designers, makers, and researchers will explore "design patterns of insecurities" and learn what’s required to
route around or fix them in the nascent IoT.

Examine bugs that plague large-scale systems, including integer overflow, race conditions, and memory●

corruption
Look at successful and disastrous examples of previous quantum leaps in health IT, the smart grid, and●

autonomous vehicles
Explore patterns in coding, authentication, and cryptography that led to insecurity●

Learn how blunders that led to spectacular IT disasters could have been avoided●
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Editorial Review

About the Author

Professor Sean Smith has been working in information security--attacks and defenses, for industry and
government--since before there was a Web. In graduate school, he worked with the US Postal Inspection
Service on postal meter fraud; as a post-doc and staff member at Los Alamos National Laboratory, he
performed security reviews, designs, analyses, and briefings for a wide variety of public-sector clients; at
IBM T.J. Watson Research Center, he designed the security architecture for (and helped code and test) the
IBM 4758 secure coprocessor, and then led the formal modeling and verification work that earned it the
world's first FIPS 140-1 Level 4 security validation.

In July 2000, Sean left IBM for Dartmouth, since he was convinced that the academic education and research
environment is a better venue for changing the world. His current work, as PI of the Dartmouth Trust Lab
and Director of Dartmouth's Institute for Security, Technology, and Society investigates how to build
trustworthy systems in the real world.

At Dartmouth, many of his courses have been named "favorite classes" by graduating seniors. His book
Trusted Computing Platforms: Design and Applications (Springer, 2005) provides a deeper presentation of
this research journey; his book The Craft of System Security (Addison-Wesley, 2007) resulted from the
educational journey.

Sean has published over one hundred refereed papers; been granted over a dozen patents; and advised over
three dozen Ph.D., M.S., and senior honors theses. He and his students have won several "Best Paper"
awards.

Sean was educated at Princeton and CMU, and is a member of Phi Beta Kappa and Sigma Xi.

Users Review

From reader reviews:

Angel Garcia:

Here thing why that The Internet of Risky Things: Trusting the Devices That Surround Us are different and
trustworthy to be yours. First of all looking at a book is good but it really depends in the content of it which
is the content is as yummy as food or not. The Internet of Risky Things: Trusting the Devices That Surround
Us giving you information deeper and in different ways, you can find any book out there but there is no e-
book that similar with The Internet of Risky Things: Trusting the Devices That Surround Us. It gives you
thrill examining journey, its open up your own personal eyes about the thing this happened in the world
which is maybe can be happened around you. You can actually bring everywhere like in area, café, or even
in your approach home by train. When you are having difficulties in bringing the branded book maybe the
form of The Internet of Risky Things: Trusting the Devices That Surround Us in e-book can be your choice.



Johanna Land:

Spent a free time to be fun activity to try and do! A lot of people spent their spare time with their family, or
their very own friends. Usually they performing activity like watching television, planning to beach, or
picnic inside park. They actually doing same thing every week. Do you feel it? Do you want to something
different to fill your own personal free time/ holiday? Could possibly be reading a book is usually option to
fill your cost-free time/ holiday. The first thing you ask may be what kinds of publication that you should
read. If you want to consider look for book, may be the e-book untitled The Internet of Risky Things:
Trusting the Devices That Surround Us can be good book to read. May be it may be best activity to you.

Raymond Guajardo:

Beside this particular The Internet of Risky Things: Trusting the Devices That Surround Us in your phone, it
can give you a way to get nearer to the new knowledge or information. The information and the knowledge
you can got here is fresh from your oven so don't end up being worry if you feel like an aged people live in
narrow small town. It is good thing to have The Internet of Risky Things: Trusting the Devices That
Surround Us because this book offers to you readable information. Do you often have book but you don't get
what it's exactly about. Oh come on, that will not happen if you have this in your hand. The Enjoyable blend
here cannot be questionable, like treasuring beautiful island. Techniques you still want to miss the idea? Find
this book in addition to read it from now!

Elda Baggett:

Some people said that they feel uninterested when they reading a e-book. They are directly felt the item
when they get a half regions of the book. You can choose the actual book The Internet of Risky Things:
Trusting the Devices That Surround Us to make your own reading is interesting. Your current skill of
reading skill is developing when you like reading. Try to choose simple book to make you enjoy to see it and
mingle the sensation about book and studying especially. It is to be initially opinion for you to like to start a
book and read it. Beside that the publication The Internet of Risky Things: Trusting the Devices That
Surround Us can to be your new friend when you're sense alone and confuse with the information must
you're doing of the time.
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